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The MS-ISAC®

• Designated by the Cybersecurity & 
Infrastructure Security Agency (CISA) 
as a key resource for cyber threat 
prevention, protection, response and 
recovery for all U.S. State, Local, Tribal 
and Territorial (SLTT) governments.

• A division of the Center for Internet 
Security® (CIS®), a 501(c)(3) nonprofit.

Multi-State Information Sharing & Analysis Center®

TLP:CLEAR

https://learn.cisecurity.org/ms-isac-
registration
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Who We Serve

TLP:CLEAR

State, 
Local, Tribal, 
and Territorial 
Governments

50 State Governments

80 DHS-Recognized Fusion Centers

6 Territorial Governments

207 Tribal Governments

17,000+ Total Members

34 Virginia Cities

377 Total Virginia Members

63 Virginia Counties

1570 Counties Nationwide

Local 
Governments 

include
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Local Government Targeted by Cybercriminals

TLP:CLEAR

Examples in the Headlines
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Recommendations
Implement Best Practices

• CIS Critical Security Controls 
– provide a prioritized set of actions to protect your 

organization and data from known cyber-attack 
vectors.

• CISA/MS-ISAC Joint Ransomware Guide
– Best practices and incident response guidance

– https://www.cisa.gov/stopransomware/ransomware-
guide

– https://www.cisa.gov/stopransomware

• Use free and low-cost security services

https://www.cisecurity.org/controls/

TLP:CLEAR
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No-Cost MS-ISAC Benefits to SLTTs

Cyber Threat 
Intelligence

• Cyber Alerts & 
Advisories

• Quarterly Threat 
Report

• Regular Indicators 
of Compromise 
(IOCs)

• White Papers
• Cyber Threat 

Briefings
• Real-Time 

Intelligence Feeds

Cybersecurity 
Services

• 24x7x365 Security 
Operations Center 
(SOC)

• Cyber Incident 
Response Team 
(CIRT)

• ISAC Threat 
Notification Service 
(IP & Domain 
Monitoring)

• Malicious Domain 
Blocking & 
Reporting (MDBR)

Cyber Framework & 
Best Practices

• Nationwide Cybersecurity 
Review (NCSR)

• CIS SecureSuite 
Membership
oTools to implement the CIS 

Critical Security Controls 
and CIS Benchmarks

Other Member 
Resources

• MS-ISAC Webinars
• MS-ISAC Working 

Groups
• CIS CyberMarket
• Virtual Service 

Reviews
• Homeland Security 

Information Network 
(HSIN)

https://learn.cisecurity.org/ms-isac-registration

TLP:CLEAR
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Network 
Monitoring 
Services

+
Research and 

Analysis

2 4 x 7 x 3 6 5

Support Analysis & 

Monitoring
Reporting

Threats, 
Vulnerabilities

+
Attacks

Cyber Alerts & 
Advisories

Web Defacements

Account 
Compromises

Security Operations Center

To report an incident or     
request assistance:

Phone: 1-866-787-4722

Email: soc@cisecurity.org

TLP:CLEAR
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To report an incident or     
request assistance: 

Phone: 1-866-787-4722

Email: soc@cisecurity.org

Cyber Incident Response Team (CIRT)

Incident Response

Malware Analysis

• Log Analysis

TLP:CLEAR
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Signs of Compromise

Malicious Activity

Notifications on compromised

user credentials

Monitoring of IP Range & Domain Space

IP Monitoring Domain Monitoring

Send Public IPs and Domains 
to soc@cisecurity.org

TLP:CLEAR
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Security Focused 
DNS service: 
Blocks malicious domain 
requests before a 
connection is even 
established!

No new hardware or 
software required

Helps limit 
infections related to: 
• Known Malware
• Ransomware
• Phishing
• Other cyber threats

Simple 
Implementation:

Malicious Domain Blocking and Reporting (MDBR)
https://mdbr.cisecurity.org/

TLP:CLEAR
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Malicious Domain Blocking and Reporting (MDBR)

TLP:CLEAR

https://mdbr.cisecurity.org/
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Nationwide Cybersecurity Review (NCSR)

• 2023 NCSR

• Currently Open for 
Registration

• Available to Complete 
through February 28, 2024

• Registration & Resources

• Located on NCSR 
Webpage

• End-User Guidance

• Results & Reporting 
Templates

TLP:CLEAR

For More 

Information:

https://www.cisecurity.o
rg/ms-

isac/services/ncsr

• Annual, self-
Assessment

• NIST 
Framework

• Cybersecurity 
Roadmap

https://www.cisecurity.org/insights/white-papers/2022-nationwide-cybersecurity-review
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NCSR Question Set – NIST Sections & Answer 
Scale

15

NIST Cybersecurity Framework - https://www.nist.gov/cyberframework/framework

TLP:GREEN
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Best Practice Resources

TLP:CLEAR
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Cyber Threat Intelligence Products

TLP:CLEAR

Reports
Strategic 

Assessments
Briefs & Blogs

 Assessment Based
 Probability Focused 
 Analytic Confidence

 Deeply Researched
 Forward Looking
 Trends & Patterns

 Simple or Complex
 Technically Focused
 Threat Driven

Advisories & 
Alerts

 Ad Hoc
 Urgent Actions
 Prevalent Threats
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Alerts and Advisories

• Overview

• Threat Intelligence

• Systems Affected

• Risk Level

• Technical Summary

• Associated CVEs

• Recommendations

TLP:CLEAR
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Indicator Sharing Program

TLP:CLEAR

https://www.cisecurity.org/ms-isac/services/real-time-indicator-feeds

OperationsSupport@cisecurity.org
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No cost, network evaluation through CISA.
Near continuous scans for open ports and vulnerabilities. 

Vulnerabilities checked against a large library that an 
internet-based threat actor could exploit. 
Alert notifications sent to organization within 24 hours.

Scans performed based on the criticality of the vulnerability.
(Between 24 hours and 1 week)

Provide a detailed report card outlining key new 
findings, as well as historical data.

CISA Cyber Hygiene Program
Avoid a Cyber Disaster

TLP:CLEAR
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SecureSuite Introduction
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CIS SecureSuite®

FreeSecureSuite@cisecurity.org 

https://www.cisecurity.org/cis-securesuite/member-webinars

TLP:CLEAR
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CIS WorkBench
Collaborative platform

• Access CIS WorkBench: https://workbench.cisecurity.org

• Platform for creating and maintaining resources   
– Access to member only downloads

• CIS-CAT Pro

• CIS CSAT Pro

• CIS Benchmarks (PDF, Word, Excel, XML/OVAL)

• CIS Build Kits (GPOs/Scripts for implementing CIS Benchmarks)

– Join the consensus process

TLP:CLEAR
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CIS SecureSuite® Membership 

1. Log into CIS Workbench:  https://workbench.cisecurity.org

2. Visit the Support Center: 
https://workbench.cisecurity.org/support-center

3. Visit Upcoming Webinars link

4. Register to attend New Member Orientation

Getting Started Checklist  

TLP:CLEAR
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CIS SecureSuite® Membership 
Getting Started Checklist  

5. Join CIS-CAT Discussion community

6. Schedule on-boarding call with me: Jody.Tarshis@cisecurity.org

 Download CIS-CAT Pro Assessor: 
https://workbench.cisecurity.org/files/2151

 Run a scan 

 Review Report 

TLP:CLEAR



Confidential & Proprietary

Internal Only - General
Confidential & Proprietary V2.0

CIS Controls – Security Best Practices
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CIS Controls v8

TLP:CLEAR
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• Implementation Groups (IG) 
to the CIS Controls:
 IG’s – are the recommended 

guidance to prioritize 
implementation of the CIS 
Controls.

 IGs are divided into three 
groups, based on the risk profile 
and resources an enterprise has 
available to them to implement 
the CIS Controls 

TLP:CLEAR
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Referenced by Industry Standards
Assisting Organizations That are Working Towards Compliance

29

TLP:CLEAR
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Controls Navigator Tool
https://www.cisecurity.org/controls/cis-controls-navigator

• Explore how the Controls map to your broader security program

• Broken down by Implementation Group

30

TLP:CLEAR
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Introduction: CIS Critical Security Controls
Policy Templates

31

• Policy templates available to help organizations get started
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• MS-ISAC Establishing Essential Cyber Hygiene Guide
– NIST Mappings, step-by-step guidance, open-source tools and resources

• The Cost of Cyber Defense
– Budgeting guidance for Implementation Group 1

• CIS Community Defense Model
– See how the Controls and Benchmarks defend against top attack tactics 

using MITRE ATT&CK Framework

• A Guide to Defining Reasonable Cybersecurity

Controls Resources
Workbench

TLP:CLEAR
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Introduction to CSAT Pro

Controls Self Assessment Tool
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CIS Controls Self Assessment Tool Pro (CSAT Pro)

• Easy web interface to view CIS Controls 

• Provides scored assessment of an organization’s 
implementation of the CIS Controls 
– Based on organization’s input (self-assessment)

– At the Safeguard level (Supports Implementation Groups)

– Pro version is on premises (CIS Hosted version also available)

– Flexible scoring per organizational policies

• Optionally compares scores over time and against others in the 
same industry

• Flexible reporting

• Enables organizations to assess and track their implementation 
of the CIS Controls for Versions 8 and 7.1

High-Level Features

TLP:CLEAR
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Controls Self Assessment Tool (CIS CSAT Pro)
Report Exports

• Export 
stakeholder 
reports in 
multiple 
formats such 
as 
PowerPoint, 
and Excel

TLP:CLEAR
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CIS Benchmarks
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CIS Benchmarks
Consensus-developed secure configuration guidelines

• 100+ CIS Benchmarks 
– Recommendations for system state

• Covering 25 vendor product families
– Operating Systems, Server Software, Cloud 

Providers, Network Devices, Desktop Software

• Recognized by industry frameworks
– FISMA, FedRAMP, PCI, DoD Cloud 

Computing SRG

• Community developed
– CIS members, subject matter experts, security 

community experts, and technology vendors

TLP:CLEAR
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CIS-CAT: Best Practice in Action
What exactly does CIS-CAT Assessor do?

38

No CIS-CAT – Weeks of Human Effort

Manual comparison

CIS-CAT – 2 Minutes Machine Effort

Result Output: Reports and Dashboard

Automatic comparison

TLP:CLEAR
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CIS-CAT: Components
CIS-CAT Main Components

39

Reports a configuration result score

Assessor Dashboard

Graphical Display of Results

• On-premise (self-managed) applications under your control (cloud, VM, Server)

• Utilized in testing CIS Benchmarks

• Easy graphical user interface (GUI) in Assessor

• Local or remote system assessment

TLP:CLEAR



Confidential & Proprietary

Internal Only - General

• Organization cyber security policy 
will dictate accepted score

• Out of the box systems score < 30%

• Aim for a score between 85%-95%

• CIS-CAT® Pro Assessor evaluates 
the cybersecurity posture 
(configuration) of a system against 
recommended configuration policy 
settings (CIS Benchmarks).

CIS-CAT Actionable Results
Configuration Result Output

TLP:CLEAR
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CIS-CAT: Actionable Results
Key configuration information to inform recommendation adoption

41

• Description: about the 
configuration

• Rationale: the importance

• Remediation: how to modify 
the configuration

• Note: special information about 
this remediation

• Impact: the potential 
considerations of adjusting this 
configuration

TLP:CLEAR
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Build Kits – Remediation
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• Pre-configured templates used to implement the 
recommendations from the benchmark to the target system (for 
Windows and Linux primarily)

– Pre-configured GPOs for Windows 

• Import via Group Policy Management

– Basic Shell Scripts for Linux/Unix

• Run using scripting tool of choice

Automated Remediation
CIS Build Kits

TLP:CLEAR
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TLP: WHITE
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Thank You!

Megan Incerto

Regional Engagement Manager, MS-ISAC

Megan.Incerto@cisecurity.org | 518-640-3655 



Google Chrome browser 
Entrust Distrust
VITA Review and Go-Forward for 
COV Servers - UPDATE

John C Del Grosso

VITA SSDC Service Owner

September 4, 2024
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Google Chrome will no longer support Entrust certificates installed after Oct. 31 
AND those installed before Oct. 31 that do not meet the Entrust root certification 
authority Signed Certificate Timestamp (SCT).

COV has used Entrust as the primary vendor for all certificates for many years.

778 active certificates impacting 52 agencies

Please see the Entrust webpage for additional detail: TLS Certificate Information Center | TLS Support | Entrust

Google distrust of Entrust certificates starting Oct. 31
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As such, the change does not adversely affect VITA, 
agencies, or Customers

All existing Entrust certs will operate without affect to users or 
systems past Oct. 31 until expiration

• Complete:  DigiCert will be the new CA vendor.

• Entrust certificates will be removed/replaced from environment 
as they expire over the next year starting when the new 
certificate authority (CA) is on-boarded (September)
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Immediate and Long-Term Planning

• Immediate goal:  Replace Entrust with a new certificate authority 
by the end of August, start using new CA before October for 
new/replacement certs.

• Entrust certificates will be removed/replaced from environment as they expire 
over the next year starting when the new CA is on-boarded (September)

• DigiCert is the new CA vendor.
• Initial goal is to keep the service in place as it exists today and get to a steady state, 

then move to the long-term goal of full-service using automation, notification and 
business processes.

• Long-term goal: An end-to-end full service CA that utilizes 
automation, notification, and business processes built-in for true 
modernized certificate management by end-of-year.
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Certificate attribute changes with new authority vendor

The Issuer will 
show a new 
CA vendor 
(TBD).

The (L) 
attribute will 
be changed 
from ‘Chester’ 
to ‘Sandston’ 
to reflect the 
new 
datacenter 
location 
(CESC to QTS-
Sandston)
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The start of something new!...



Questions?
Thank you!



IMAGEComponents and Concepts of a 
Risk Assessment

VITA Risk Management

Matt Steinbach
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What is a Risk Assessment

• Address the potential adverse impacts to organizational operations and assets arising from the operation 

and use of information systems and the information processed, stored, and transmitted by those systems

• Organizations conduct risk assessments to determine risks that are common to the organization’s core 

missions, business processes, infrastructure services, or information systems

Risk Assessment completion requires input and collaboration from business and agency 
leadership

Negative Impacts of Incomplete or Incorrect RA: 
 Organization risk appetite undefined
 Unidentified risks communicated to leadership
 Unprotected assets
 Underestimated threats

Risk Assessments can support a wide variety of risk-based decisions and activities including:

• Design of security solutions for information systems and environments of operation

• Authorization (or denial of authorization) to operate information systems

• Implementation of security solutions including continuous monitoring strategies and 

ongoing authorizations

• Development of an information security architecture

NIST Special Publication 800-30
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Roles and Responsibilities

Sensitive System Risk Assessment

The data-owning 
agency is 

responsible for 
conducting a system 
level risk assessment

The System Owner 
is responsible for 

managing system risk 
and developing any 

additional 
information security 

policies and 
procedures required 
to protect the system 

in a manner 
commensurate with 

risk

The Data Owner is 
responsible for 

communicating data 
protection 

requirements to the 
System Owner

The ISO is 
responsible for the 

review and approval 
of the risk 

assessment report

The Agency Head is 
responsible for the 

review and approval 
of all agency risk 

assessments 

SEC530-01.0 , RA-3
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Requirements of a Risk Assessment 

Threats and 
Vulnerabilities

Consider threats 
and vulnerabilities 
that could impact 
the system being 

assessed

Likelihood and 
Magnitude

Determine the 
likelihood that 

threats will 
materialize and the 
loss impact if one or 
more vulnerabilities 
are exploited by a 
potential threat

Organization 
Integration

Risk assessment 
results should drive 

risk management 
decisions from the 
organization and 

mission and 
business process 

perspectives

Document

Risk Assessment 
results should be 

documented into a 
risk assessment 

report to include 
major findings, and 

risk mitigation 
recommendations

Disseminate

Risk assessment 
results should be 
provided to the 

appropriate 
organization-

defined personnel

1 2 3 4 5

RAs should be reviewed on an annual basis, and fully revised every three (3) years.
SEC530-01.0 , 6.1

Co
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Threats and Vulnerabilities

A threat is any potential danger or harm that could compromise the confidentiality, integrity, or 
availability of an organization’s information systems, data or networks

• STRIDE (Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, Elevation of 
Privilege)

• PASTA (Process for Attack Simulation and Threat Analysis)
• MITRE ATT&CK

A vulnerability is a weakness or flaw in a system, application, or network that could be exploited by a 
malicious actor to gain unauthorized access, disrupt operations, or steal data

• OWASP Top Ten
• CIS Top Eighteen
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Measuring Magnitude of Impact
Magnitude of Impact DefinitionRating

Direct high impact such as mission essential functions unavailable and/or 
complete breach of sensitive information

Critical

Direct minimal impact such as a temporary suspension of services or the loss 
of a subset of information

High

Indirect high impactModerate

Indirect minimal impactLow

• System owner is likely the best equipped to determine the magnitude of impact

• Key areas to look for when determining magnitude of impact would include business process analysis and 

data set analysis. 

• System containing sensitive data or mission essential functions will likely have critical to high magnitudes 

of impact

SEC520-05
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Measuring Probability of Occurrence
Probability of OccurrenceRating

There are no other controls in place that mitigate the risk and existing threats 
capable of exploiting the gap

Critical

Few, if any, internal controls are in place to reduce the riskHigh

Internal controls reduce the threat; however, additional controls should be 
implemented to further mitigate the risk where feasible

Moderate

There are sufficient controls in place to substantially reduce the risk posedLow

Key areas to analyze when determining probability of occurrence would include SEC530 control compliance, 

vulnerability management and remediation, vendor performance and compliance, and overall information 

security maturity of the organization

SEC520-05
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Calculating Total Risk

Magnitude of ImpactProbability of 
Occurrence CriticalHighModerateLow

CriticalCriticalHighHighCritical

CriticalHighHighModerateHigh

HighHighModerateLowModerate

HighModerateLowLowLow

Risks identified in the risk assessment with a severity greater than a value of low create a risk 

finding

SEC520-05
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Risk Assessment Report

• Prepare a report of each risk assessment that includes:

• Executive summary

• The identification of all vulnerabilities discovered during the assessment

• Major findings, and risk mitigation recommendations. 

• This report must be reviewed and approved by the ISO or ISO designee.

Documenting Risk Assessment Results

For each risk identified with total risk greater than low, a Risk Treatment Plan shall be submitted to the CISO 

(CSRM) within 30 days of the final risk assessment report. 

SEC520-05

Open Risk Findings require quarterly updates until remediation



IMAGE
Agency Data Points

Sept 4, 2024

Erica Bland, Manager IT Security Governance and Compliance
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They are compliance metrics that revolve around agency's audit and risk programs. These 
metrics help to demonstrate how an agency is managing its IT security program.

• VITA is required to report annually to the Governor and General Assembly on the state of 
the Commonwealth's IT security per § 2.2-2009 Additional duties of the CIO relating to 
security government information.

• Agency data points are captured from January 1st to December 31st of each calendar year.
• Each metric is converted to a numeric score, added up, averaged, and then reported as a 

letter grade.
• Agencies can keep track of their score throughout the year using Archer. A report detailing 

your agency datapoints can found here Agency Data Points

What are Agency Data Points
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Overall Audit Score 

• The audit score is essentially the average of three data points:
1) Audit plans. Each agency must submit an audit plan annually. The only requirement is that it lists all the 
agency’s sensitive systems and includes a scheduled audit date within three years of the date of the last 
audit. The metric will be either pass or fail (numerically that means 100% or 0%). It can be re-submitted anytime 
your plan changes.

2) Audits. Each sensitive system should be audited at least once every three years. The metric is a percentage 
of sensitive systems audited. If the agency is reporting 10 sensitive systems and eight were audited over the 
last three years period, it’s a score of 80%.

3) Quarterly updates. Remediation steps need to be reported for all open audit findings on a quarterly basis. If a 
finding is open all year long, we are expecting at least four updates for the finding. The metric is a % of 
quarterly updates received for each finding. If an agency cannot remediate a finding in 90 days, please submit 
an exception request.

• The final audit metric is [(Audit plan) + (% of audits completed) + (% of quarterly updates)] / 3
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Overall Risk Score 
The risk score consists of eight different metrics:

1. Risk assessment plan (must be submitted annually/ Pass or Fail)
2. Risks assessments performed (% of RAs submitted over the last three years)
3. Quarterly updates of risk assessment findings (works the same way as audit findings, reported as a %)
4. BIA (All reported business processes must be updated annually. Archer calculates a %)
5. Applications certified (all applications must be “certified”, i.e., associated with at least one business 

process, one dataset and at least one device (or product/service). 
6. IDS reporting each quarter (for enterprise managed agencies, this is always a pass. For independent 

agencies, we expect quarterly updates to be sent to Commonwealth Security)
7. ISO certification (agency primary ISO must meet the certification requirement, this is reported as (Pass/Fail)
8. ISO must report to the agency head (required by OSIG audit of security in the Commonwealth in 2019)

The final risk metric is [(risk assessment plan) + (% of risk assessments completed) + (% of quarterly updates) + (% 
business processes updated) +  (% of applications certified) + (% of IDS reports submitted) + (ISO certification) + (ISO 
reports to agency head)] / 8
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Beginning January 1, 2024, we only accept agency deliverables using the templates found 
on our website or by providing updates directly into Archer.

• However, Agency Head approved audit and risk plans should be sent to the CSRM 
mailbox, commonwealthsecurity@vita.virginia.gov

• We encourage agencies to not wait until the fourth quarter to submit deliverables for 
the calendar year.

• Routinely check Archer to ensure your audit and risk scores are accurate.
• If you have any questions, please contact your CSRM analyst and/or the 

Commonwealth Security mailbox.

Agency Data Points Reminder
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Announcements

ISOAG September 4, 2024



Renea 
Dickerson is
Retiring  this 

Month

We want to take a 
moment to thank 
Renea for all she 
has done and wish 
her all the best in  
retirement!  
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WE WANT YOUR LOGS:

VITA is starting to work with agencies to ingest their 
application logs in to the VITA Splunk instance. We 
ask that all agencies start identifying what logs you 
would like to have ingested. We are always happy to 
schedule a call to review your options.

• SPLUNK UPDATE August 2024
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For the Month of September, the Top 5 Key Vulnerabilities are:

• KB5039294: Windows Server 2012 R2 Security Update (June 2024) (Plugin ID: 200338) (Supplier)

• KB5039217: Windows 10 version 1809 / Windows Server 2019 Security Update (June 2024) (Plugin ID: 200349) (Supplier)

• KB5039227: Windows Server 2022 / Azure Stack HCI 22H2 Security Update (June 2024) (200336) (Supplier) 

• Splunk Universal Forwarder 9.0.0 < 9.0.9, 9.1.0 < 9.1.4, 9.2.0 < 9.2.1 (SVD-2024-0304) (Plugin ID: 194921) (Agency)

• Apache 2.4.x < 2.4.60 Multiple Vulnerabilities (Plugin ID: 201198) (Agency)

5 Key Vulnerabilities



Upcoming Events

vita.virginia.gov
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Investigating with Splunk is a modular, hands-on workshop

designed to familiarize participants with how to investigate

incidents using Splunk and open source. This workshop

provides users a way to gain experience searching in Splunk to

answer specific questions related to an investigation. These

questions are similar to what would be asked in their own

organizations. The workshop leverages the popular Boss of the

SOC (BOTS) dataset in a question and answer format. Users

will leave with a better understanding of how Splunk can be

used to investigate in their enterprise.

Splunk Lunch & Learn – Investigating with Splunk
Join us at the Boulders on September 5th. 

Training is onsite only and space is limited. First come first served.

Register at https://forms.office.com/g/WmNiWQc1Dt
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Examples of FOIA Requests

Save the Date!

Registration link.

COVITS 
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The next IS Orientation is being held on September 25th

• It will be held virtually via WebEx from 1pm-3pm

• Please register at the link below:

https://covaconf.webex.com/weblink/register/ra80c2228f9b560704b5193640d78b1a5

IS Orientation
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The Mandatory October 2, 2024, ISOAG meeting will be an In-person/Hybrid Event

Location will be the Reynolds Community College

In the Workforce Development and Conference Center 

This is an opportunity to catch up with your fellow Information Security Officers in person, enjoy 

informative presentations, and mingle. Seating is limited to 150, so reserve your place at the in-

person event. If you are unable to attend in person, and need someone to attend in your place, 

please notify Commonwealth Security, as attendance is mandatory for ISO’s.

October 2nd ISOAG

Link to register in person: 
https://covaconf.webex.com/weblink/register/r0809a
97ccffc9550fed4f1325179cb89

Link to register remote:
https://covaconf.webex.com/weblink/register/r527ef
c3bfe8a72d8eb29a04d0b988714



October is Cybersecurity Awareness Month



October is Cybersecurity Awareness Month

• Theme: Secure Our World

• Four Simple Ways to Stay Safe Online:
• 1. Use Strong Passwords and a Password Manager
• 2. Turn on multifactor authentication
• 3. Recognize and report phishing
• 4. Update software



Cybersecurity Awareness Month Resources

• https://staysafeonline.org/

• Cybersecurity Awareness Month Kit 2024 (knowbe4.com)

• https://www.govtech.com/blogs/lohrmann-on-
cybersecurity/secure-our-world-cybersecurity-awareness-month-
2024
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To register for this meeting, please click on the link below:
https://covaconf.webex.com/weblink/register/r9c8cb1394982eb22a7fa276a7f04fb91

The upcoming SOC review session is October 10, 2024, and will be held 
remotely via WebEx. Please register at the link below

Service Tower SOC Report Review Sessions



MEETING
ADJOURNED


